Invoice #2765

INVOICE

Invoice Date: 12/10/2023
Due Date: 01/09/2024

Richard Suls

computer consultant gu—

Richard Suls - d.b.a. Suls & Co
461 Greenville Avenue
Johnston, Rl 02919
401.270.3785

Pannon, Lopes and Devereaux

Aaron Weisman and Mohamedu Jones
1301 Atwood Avenue
Johnston, RI 02919

Description Time/Quantity Rate (USD) Tax Total
12/4 8 $ 150.00 No Tax $ 1,200.00
830-230p on-site @ Wyatt
2hrs - evening - transcribing notes and following up on questions from the day
12/5 2.75 $ 150.00 No Tax $412.50

11:30a - 1p - Remote, Attorney's phone call meeting with FBI/DOJ and post meeting conversation with Aaron, David VonDeck and Mohamedu.
+60m setup secure download environment for ransomware files
Call with David VonDeck re: new dump findings - 15min

12/6 15 $ 150.00 No Tax $225.00

Setup sync between David VonDeck and my office in order to sync the slow darkweb downloads and the complete RAR catalog of files ahead of
schedule - 1.5 hrs

12/7 4 $ 150.00 No Tax $ 600.00
1hr remote - phone call, all hands on deck meeting with attorneys, RE new dump

2hrs - compose initial recommendations report

1hrs - Meet with FBI agent Caolan to receive empty HDD for evidence

12/8 7.5 $ 150.00 No Tax $1,125.00



Description Time/Quantity

830a - 4p - on-site @ Wyatt
Meeting with Warden
Chasing down evidence for FBI

Imaging servers and workstation

12/9 4

4hrs - Prepare evidence, HDD to image for FBI, David Dupont infected PC.

12/10 1.75

Rate (USD)

$ 150.00

$ 150.00

Filled out my part of FBI consent decree and requested information from D.VD re: it. - 1hr

45min phone call with Aaron

Calls 3.8

11/29. - 6m#

11/28 - 6m#

12/1- 6m#

12/1 - 6min%

12/4 - 6m*

12/4 - 6m" (4p)

12/4 - 6min (9p)#
12/5 - 6m%

12/6 - 6m%

12/6 - 6m - morning#
12/7 - 6m%

12/6 - 6m*

12/7 10a- 6m*

12/7 4p - 6m"
12/11-6m”

12/13 - 6m*

12/14 - 6m*
12/15-6m”

12/15 - 6m%

12/18 - 6m# (re FBI affidavit)
12/19 - 6m”

12/19 - 6m¥%
12/21-(3%6m) - 18m*
12/22 - (3x6m) - 18m*
12/23 - (3x6m) - 18m*
12/26 - 6m”

12/27 - (3x6m) - 18m*
12/28 - (3x6m) - 18m*

*Call with Mohamedu

%Call with FBI agent Caolan
#Call with Aaron

12/5 - 12/9 10

$ 150.00

$ 150.00

Tax

No Tax

No Tax

No Tax

No Tax

Total

$ 600.00

$262.50

$570.00

$ 1,500.00



Description Time/Quantity Rate (USD)

Tax

Total

Partially manual, as automated as possible, considering darkweb difficulties, downloading of dark web rars 454 of them - 10 hrs (over several

days) - The Entire File Dump

12/10 4

Analyze completed dump for PII

12/11 3.75

9:15a - 1pm on-site @ Wyatt
Inspecting sonicwall configuration
Call with PLDO roundtable

12/13 8.5

9:15a - 1p - on-site @ Wyatt

1.25hrs: phone call with Bob Morgan

3.5 time converting notes from call to email with pertinent information for Attorneys, including definitions, comments.

&

$ 150.00

$ 150.00

$ 150.00

No Tax

No Tax

No Tax

$ 600.00

$562.50

$1,275.00

Creation of draft RFP guidance document, breakdown of different RFPs, stages and to what degree some parts may be attainable in-house.

12/15 3

930a - 1015a - Call with Crowdstrike and followup call w/ Mohamedu.

+ 2hrs - draft email message for sending to victims. Mixed of technical but civilian.

+ 15min - Spoke with FBI to develop plan for drive pickup dropoff

12/18 2.5

30min fill out FBI affidavit
60 min exchange drives with FBI agent

60min Transfer data to new FBI drive

12/20 3.25

1215p - 330p on-site @ Wyatt.
Crowd strike work, PLC RFP work, HDD scans

12/19 0.5

FBI affidavit modification 0.5hrs.

12/24-26 26

$ 150.00

$ 150.00

$ 150.00

$ 150.00

$ 150.00

No Tax

No Tax

No Tax

No Tax

No Tax

$450.00

$375.00

$487.50

$ 75.00

$ 3,900.00

Coding a PII scanner in Python which will scan for Names, Addresses, DOB, and SSNs. It then reports on the Name and Address of the person,

plus the type of PII found. Multiple refinements to scanning techniques and tactics.



Description Time/Quantity Rate (USD) Tax Total
y 12/27 6.25 $150.00 No Tax $937.50
930-345p

Setup new fortigate firewall and router

» 12/28 35 $ 150.00 No Tax $ 525.00
9a-12p-

Meeting with DataMiner and Meeting with Attorneys

Perform security maintance tweaks to the fortigate.

Plan for CS install following week.

+0.5hr Setup secure file exchange for Attorneys ---> me to use python scripting to compare sent letters vs new findings.

Subtotal: $15,682.50

Total: $ 15,682.50

Due Date: 01/09/2024



